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New Threat to browsing the Net di t 0s
called 'tabnapping'.

There is a new sly attack tactic on the scene, dubbed "tabnapping ", that can dupe users
into giving up passwords by secretly changing already-open browser tabs.

All of the major browsers on Windows and Mac OS X are vulnerable to the attack.

Most people keep multiple tabs open, often for long periods, this is how the attackers are
gaining access. The technique requires that identity thieves trick users into visiting a
malicious or compromised site -- no problem in today's spam- and scam-infected online
world. They can then use JavaScript to quietly change the contents and label of an open-
but-not-active tab to resemble the log-in screen of a bank or credit card company or
Amazon.com, Gmail or Facebook.

As the user scans their many open tabs, the favicon and title act as a strong visual cue --
memory is malleable and moldable and the user will most likely simply think they left a
Gmail tab open. When they click back to the fake Gmail tab, they'll see the standard
Gmail log-in page, assume they've been logged out, and provide their credentials to log in.

There's no need for the attacker to change the actual URL that shows in the browser's
address bar, since the tactic banks on the trust that tabs can't suddenly mutate. The at-
tack preys on the perceived immutability of tabs.

There are several ways hackers could boost tabnapping's sneakiness, ranging from sniff-
ing out sites that the victim actually visits -- put up a fake Facebook log-in, rather than
simply betting that the user opens Gmail -- to changing the text on the bogus page. | will
look like the session has timed out and the user needs to re-authenticate. This happens
often on bank Web sites, which makes them even more susceptible to this kind of attack.

Computerworld found that Chrome, Firefox, Opera and Safari in Mac OS X 10.6 all
showed the fake Gmail tab and contents. In Windows XP, Chrome, Firefox, Internet Ex-
plorer and Opera did the same.


http://www.computerworld.com/s/article/9157638/Facebook_Complete_coverage
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But some browsers were more susceptible than others. In both Windows and Mac
OS X, for instance, the code changed only Firefox's "favicon," the small icon that
typically shows a miniature site logo. Google's Chrome seemed especially resil-
ient to the tactic. Computerworld was not able to nail down the specific situations
when Chrome fell victim, however.

Andrew Storms, director of security operations at nCircle Security, doubted
whether there is an easy fix. "l can't think of anything off hand that could be
done," Storms said via instant message. "That's the part of the new dynamic na-
ture of Web browsing. You can alter the look/feel of the experience for both good
and bad."

Reminder:
Protect yvour computer from Lightning

With the stormy spring and summer we have been
experiencing here in our area here are tips to protect
your computer:

*Turn off your computer.

*Unplug the power cord to computer & DSL/
Cable Modem

*Unplug your DSL or Cable Modem from the
Wall.

This will save your computer and modem from
storm and electrical damage.
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Lenovo G550 Laptop

Intel Dual Core 2.1 GHz Processor
4Gb DDR2 RAM

250Gb Hard Drive

DVD/RW Drive

10/100 Network Card, 56K Modem and WIFI B/G
One Express Card Slot, 3 USB

Sound and Speakers; 1.3 MP Webcam
15. 60 col or Display
Microsoft Windows 7 Home Premium
One Year Manufacturer's Warranty

ONLY $649

OPTIONS:

. Add a Carrying Case add $ 35.00

« Add an external USB 3.50 afd $p8900 Dri ve
« Microsoft Office Home/Student 2007 add $199.00
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Intel Core 2 Duo 2.93 GHz Processo E ¥ \Windows 7

4Gb RAM

320Gb Hard Drive

On Board Video

22xDVD+/-RW Drive

10/100/1000 Network Card,

Integrated Sound and Stereo Speakers
Micro -Tower Case

104-Key Keyboard and Optical Scroll Mouse

6 USB Ports (Two Front Sidé Four Back)

170 LCD Monitor

Microsoft Windows 7 Home Premium 64Bit

One Year Manufacturer oOs

ONLY $819

UPGRADE OPTIONS:

o Add a 56K Modem add $ 30.00
e Add an HP D2560 Printer with 6dd USB7908bl e
e Add a Hewlett Packard C4480 Printer/Scanner/Copier add $ 99.00

NOTE: Prices good while supplies last.
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MSI Laptop
3 Year Warranty

MSI A6005

Intel Core 2 Duo 2.2 GHz Processor

4Gb RAM

320Gb SATA Hard Drive

DVD-RW Drive

10/100 Network Card, 56K Modem and WIFI B/G
Webcam, 3 USB,

4-in-1 Card Reader

Sound and Speakers

160 Color Display

Microsoft Windows 7 Home Premium

Three Year Manufacturer 6

OPTIONS:

. Add a Carrying Case add $ 35.00
. Add an external USB 3ad8 63990 oppy
. Microsoft Office Home/Student 2007 add $199.00



